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About me

« Simone Mainardi

» https://it.linkedin.com/in/
simonemainardi

* Engineer, PhD born in 1986

» Joined Luca Deri and ntop in late
2015

* Used to be a pure data scientist

« Now more close to a software
developer
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 Introduction and motivation

« Encrypted but not so encrypted

« Secure but not so secure
e Plaintext information in network protocols
« Discussion and conclusion
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Following Along

« Pcaps and docs available at
» https://bit.ly/388ah54
» Screenshots shown during the presentation, look at

the filename!

4 ® RN Qe=2EF IE|IH Q Q Q F
v | Expression... +
No. Time Source Destination Protocol Length Info
1 0.000000 192.168.1.159 151.11.50.139 TCP 78 54902 - 4433 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=64 TSval=1065084607 TSecr=0 ..
2 0.054020 151.11.50.139 192.168.1.159 TCP 74 4433 - 54902 [SYN, ACK] Seq=0 Ack=1 Win=28960 Len=0 MSS=1400 SACK_PERM=1 TSval=14..
2 A AKATOA 107 10 1 10 1TE1 11 EAa 120 Tro [ sAQRY . AA22 TArwl Can-1 Ark=1 Win=1210A0 | an—A TCuaAl-1AEENAQALRT TCarvr—-11A700A0&8
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ntop Encrypted Network Traffic

 Encryption is increasingly used in network protocols
« Fundamental to protect

» Internet browsing

* Online transactions

 Instant messaging

« Email

 VoIP
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nop Cryptographic Protocols

C & tools.ietf.org

» Cryptographic protocols s

necessary for the TS

C @ tools.ietf.org

encryption of network
commun |C atlons The Transport Layer Security (fL8) Protocol
» Most popular is the o I

Category: Standards Track August 2008

Transport Layer Security et e st () vt
(TLS) C @& tools.ietf.org

Obsoletes: 5077, 5246, 6961 August 2018
Updates: 5705, 6066

 ~20 years since TLS 1.0 ST S

The Transport Layer Security (TLS) Protocol Version 1.3
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What is the TLS

» CryptographiC ¢ - ¢ & saatackeriettorgisocr

prOtOCOI Tﬁ: Datatracker Groups Documents Meetings Other User
prOVIdIng end- Internet Engineering Task Force (IETF) E. Rescorla

Request for Comments: 8446 Mozilla

to-end Obsoletes: 5077, 5246, 6961 August 2018

Updates: 5705, 6066

communication  ggem e =
Security Over The Transport Layer Security (TLS) Protocol Version 1.3
the networks Abstract

This document specifies version 1.3 of the Transport Layer Security
(TLS) protocol. TLS allows client/server applications to communicate
over the Internet in a way that is designed to prevent eavesdropping,
tampering, and message forgery.
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Where is the TLS

« Implemented in libraries and network applications
« OpenVPN and other VPN tools
* Quick UDP Internet Connections (QUIC)
« Web Browsers (Chrome, FF, Opera, IE, ...)
« Web Servers (Apache2, nginx, ...)
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TLS and HTTPS

 Probably everyone has @ - C
experience with HTTPS o [

« HTTPS is HTTP transported @~~~
over TLS -

» Browsers and websites that &
use HTTPS are employing o [
TLS encryption e
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ntop  Encryption Makes Us Feel Secure

« We feel secure when we know our traffic is encrypted
* "No one can look at it!"
« We feel secure when we see the locks or a
comfortable light-green while browsing the web
» "It's something private just between me and the
website!"
 But actually...
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ntop  Fact #1: Encrypted != Secure [1/2]

* Encrypted = Secure
A secure communication must be encrypted
« An encrypted communication is not necessarily
secure
» Security depends on the cryptographic protocol (e.g.,
TLS), on its implementation (bugs?), on how
cryptographic keys are managed, ...
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ntop  Fact #1: Encrypted != Secure [2/2]

* Secure if...
- ...the data being transferred is encrypted?
- ...the parties exchanging information are who
they claim to be?
- ...the data has not been forged or tampered?
« TLS has vulnerabilities and is subject to attacks - as
basically any other protocol
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Fact #2: Plaintext Information in

ntop

Encrypted Network Protocols [1/2]

 Cryptographic protocols or protocols that support
encryption may carry certain plaintext information
» They will do that - almost surely - at least during the
initial setup phase
» Initial TLS handshake
 Quick UDP Internet Connections (QUIC) or Google
quick
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ntop

Fact #2: Plaintext Information

Encrypted Protocols [2/2]

% sf_tls.pcap

4 ® RE AesEF I JH QT
v | Expression... ar
No. Time Source Destination Protocol  Length Info
1 0.000000 192.168.1.159 151.11.50.139 TCP 78 54902 - 4433 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=64 TSval=1065084607 TSecr=0 ..
2 0.054020 151.11.50.139 192.168.1.159 TCP 74 4433 - 54902 [SYN, ACK] Seq=0 Ack=1 Win=28960 Len=0 MSS=1400 SACK_PERM=1 TSval=14..
3 0.054120 192.168.1.159 151.11.50.139 TCP 66 54902 - 4433 [ACK] Seq=1 Ack=1 Win=131840 Len=0 TSval=1065084661 TSecr=14798486
4 0.056559 192.168.1.159 151.11.50.139 TLSV1.. 583 Client Hello
5 0.112118 151.11.50.139 192.168.1.159 TCP 66 4433 - 54902 [ACK] Seq=1 Ack=518 Win=30080 Len=0 TSval=14798500 TSecr=1065084663
6 0.115210 151.11.50.139 192.168.1.159 TLSvl.. 1454 Server Hello, Certificate
7 0.115215 151.11.50.139 192.168.1.159 TLSv1.. 88 Server Key Exchange, Server Hello Done
8 0.115306 192.168.1.159 151.11.50.139 TCP 66 54902 - 4433 [ACK] Seq=518 Ack=1411 Win=130432 Len=0 TSval=1065084721 TSecr=14798..
9 0.117316 192.168.1.159 151.11.50.139 TLSv1.. 192 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
10 0.169272 151.11.50.139 192.168.1.159 TLSv1.. 117 Change Cipher Spec, Encrypted Handshake Message
11 0.169344 192.168.1.159 151.11.50.139 TCP 66 54902 - 4433 [ACK] Seq=644 Ack=1462 Win=131008 Len=0 TSval=1065084772 TSecr=14798..
12 0.172754 192.168.1.159 151.11.50.139 Seiniant EsS - -
13 0.225317 151.11.50.139 192.168.1.159 quic.pcap
Server Name list length: 21 X g < = (o C o= \— (O Q— O iEE
Server Name Type: host_name (@) ‘ @ 5 C q 5 — \& 1 \* T
Server Name length: 18 ~ | Expression... +
E’“f"“_"”: e‘—""tl"ft—“’””atfn‘)le"“’ 1 0.000000 192.168.1.109 216.58.212.101 GQUIC 1392 Client Hello, PKN: 1, CID: 16953050174146338482
nggéhfczp“” —formats 2 0.046000 192.168.1.109 216.58.212.101 GQUIC 478 Payload (Encrypted), PKN: 2, CID: 16953050174146338482
EC point formats Length: 3 3 0.000057  216.58.212.101 192.168.1.00  GWUIC 1392 Payload (Encrypted), M1
Tag/value: PAD (Padding) (1=391)
Tag/value: SNI (Server Name Indication) (1=15): mail.google.com
Tag/value: STK (Source Address Token) (1=58)
Tag/value: VER (Version) (1=4): Q024
Tag/value: CCS (Common Certificate Sets) (1=16)
Tag/value: NONC (Client Nonce) (1=32)
Tag/value: MSPC (Max streams per connection) (1=4): 100
Tag/value: AEAD (Authenticated encryption algorithms) (1=4), AES-GCM with a 12-byte tag and IV

» Tag/value: UAID (Client's User Agent ID) (1=24): beta Chrome/43.

Tag/value:

2357.45

SCID (Server config ID)

T P P,

(1=16)
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Fact #3: Plaintext Information in

ntop Network Protocols [1/2]

« Still a great deal of network protocols are plaintext
or carry plaintext information
« Computers - and network protocols - have born and
evolved when security was not an issue
- Small, local networks (e.g., university labs) in
which all the participants were trusted
» Build something that 'just works'
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Fact #3: Plaintext Information in

ntop Network Protocols [2/2]

« Even today when security is a main concern, certain
network protocols didn't evolve in that sense
« Among the most common protocols which
disseminate plaintext information there are
« DHCP
« DNS and mDNS
« SSDP
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This Talk is About...

 Fact #2: Cryptographic protocols or protocols that
support encryption may carry certain plaintext
information

 Fact #3: Still a great deal of network protocols carry
plaintext information
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ntfop  \What is this Talk NOT About

* This talk is NOT about
 Cryptographic protocols
 TLS vulnerabilities / attacks / pitfalls
» Network Encryption / Decryption
« SSL Man-In-The-Middle
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What is this Talk About

» This talk is about
» Understanding how certain protocols disseminate
plaintext information
 Seeing which information is actually disseminated
in plaintext
» What it can be done to prevent it
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ntop  Protocols Shown in this Talk

* Protocols
« TLS
* DNS
« mDNS
« DNS-SD
« SSDP
« DHCP
« ~10 minutes per protocol
« Basic overview with real examples
* No deep-dive
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ntop The Building Blocks of the TLS

C & tools.ietf.org/h

« TLS actually
These properties should be true even in the face of an attacker who

' 1: has complete control of the network, as described in [RFC3552). See
ConSIStS O tWO Appendix E for a more complete statement of the relevant security
properties.

prOtOCO|S TLS consists of two primary components:
) Only One aCtua”y - A handshake protocol (Section 4) that authenticates the

communicating parties, negotiates cryptographic modes and
parameters, and establishes shared keying material. The handshake

Ca rry encryptEd protocol is designed to resist tampering; an active attacker

should not be able to force the peers to negotiate different

application data z::trzxé\it.:ers than they would if the connection were not under

P TLS V 1 3 1 2 1 1 - A record protocol (Section 5) that uses the parameters established
sy Ly L by the handshake protocol to protect traffic between the
communicating peers. The record protocol divides traffic up into
]_.() a series of records, each of which is independently protected

using the traffic keys.
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The TLS Handshake

» Before actually exchanging encrypted data, two
parties willing to use TLS must perform an handshake
* Allows the server and client to
 Authenticate each other
* Negotiate an encryption algorithm and
cryptographic keys
* Involves a series of back-and-forth packets between
client and server
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ntop The TLS Handshake in Packets

« Shown TLS v 1.2, 1.3 fewer packets but still plaintext

% sf_tls1.2.wikipedia.pcap

4 © Bl Res= QQa’f

Ml

L = 2
v | Expression... +
No. Time Source Destination Protocol Length Info
1 0.000000 192.168.1.159 91.198.174.192 TCP 78 50241 - 443 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=64 TSval=1003545409 TSecr=0 SACK_PERM=1
2 0.052954 91.198.174.192 192.168.1.159 TCP 74 443 - 50241 [SYN, ACK] Seq=0 Ack=1 Win=28960 Len=0 MSS=1452 SACK_PERM=1 TSval=1494676261 TSecr=1003545409 WS=512
3 0.0853037 192.168.1.159 91.198.174.192 TCP 66 50241 - 443 [ACK] Seg=1 Ack=1 Win=132480 Len=0 TSval=1003545461 TSecr=1494676261
| 4 0.053469 192.168.1.159 91.198.174.192 TLSv1.2 583 Client Hello
5 0.105248 91.198.174.192 192.168.1.159 TCP 66 443 - 50241 [ACK] Seq=1 Ack=518 Win=30208 Len=0 TSval=1494676274 TSecr=1003545461
6 0.106443 91.198.174.192 192.168.1.159 TLSv1.2 1506 Server Hello
7 0.106447 91.198.174.192 192.168.1.159 TCP 1506 443 - 50241 [ACK] Seq=1441 Ack=518 Win=30208 Len=1440 TSval=1494676274 TSecr=1003545461 [TCP segment of a reassembl..
8 0.106448 91.198.174.192 192.168.1.159 TLSv1.2 1282 Certificate [TCP segment of a reassembled PDU]
9 0.106552 91.198.174.192 192.168.1.159 TLSv1.2 1078 Certificate Status, Server Key Exchange, Server Hello Done
10 0.106566 192.168.1.159 91.198.174.192 TCP 66 50241 - 443 [ACK] Seq=518 Ack=2881 Win=12960@ Len=0 TSval=1003545513 TSecr=1494676274
11 0.106566 192.168.1.159 91.198.174.192 TCP 66 50241 - 443 [ACK] Seq=518 Ack=4897 Win=128384 Len=0 TSval=1003545513 TSecr=1494676274
12 0.106626 192.168.1.159 91.198.174.192 TCcP 66 50241 - 443 [ACK] Seq=518 Ack=5109 Win=130048 Len=0 TSval=1003545513 TSecr=1494676274
13 0.111389 192.168.1.159 91.198.174.192 TLSv1.2 151 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
14 0.111495 192.168.1.159 91.198.174.192 TLSv1.2 151 Application Data
15 0.111653 192.168.1.159 91.198.174.192 TLSv1.2 555 Application Data
Version: TLS 1.0 (8x0301)
Length: 512

Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 508
Version: TLS 1.2 (@x0303)
Random: 619ec1@7b2ad4decca2952699e5bc5cce95839f79039c5ee3. ..
GMT Unix Time: Nov 24. 2021 23:47:35.000000000 CET
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ntop TLS Client Handshake: Example

@ Chrome File Edit View History Bookmarks | NN 4 sf_tls1.2.wikipedia.pcap
% [¢ « e = = 3 TE
- PEI| 7y | o~ | x| | T ~ ~ ‘ @ X C — =P == L| ™ | |} [=| Q Q Q
Sf- ol [ 1 1 (FARIES el el Rl Alle ] = — —
v | Expression... +
é C Ii WiKiDE!dia-Ol'g | No. Time Source Destination Protocol Length Info
1 0.000000 192.168.1.159 91.198.174.192 e 78 50241 - 443 [SYN] Seq=0 Win=65535 Len..
2 0.852954 91.198.174.192 192.168.1.159 TCP 74 443 - 50241 [SYN, ACK] Seq=0 Ack=1 Wi..
3 0.053037 192.168.1.159 91.198.174.192 TCP 66 50241 -+ 443 [ACK] Seg=1 Ack=1 Win=132..
4

0.053469 192.168.1.159 91.198.174.192 TLSv1.2 583 Client Hello

Cipher Suites (17 suites)

Compression Methods Length: 1

Compression Methods (1 method)

Extensions Length: 401

Extension: Reserved (GREASE) (len=0)

Extension: server_name (len=22)

Type: server_name (@)

Length: 22

Server Name Indication extension
Server Name list length: 20
Server Name Type: host_name (0)
Server Name gesiiimiek

The Free Encyclopeth

* Open page
https://www.wikipedia.org
* Host name is sent in 92 39 00 00 40 00 40 06 6b f1 c@ a8 O1 Of 5b c6 0. .@-@ k- [

ae c@ c4 41 01 bb 68 al 9d 9d 75 8d 9f d3 80 18 A h u

p|aintext, a|0ng with other 08 16 b4 4f 00 00 01 01 08 Da 3b do e3 75 59 16 0 iouyY

£3 25 16 03 01 02 00 01 00 01 fc 03 03 61 9e c1 %
H f t' 07 b2 a4 de cc a2 95 26 99 e5 bc 5c ce 95 83 9f & \
INformation 79 03 9c 5e e3 98 Qe @b 69 b9 3c 68 7d 20 ad 7c y A~ i<h} -
€2 34 12 64 bd eb aa b6 fb 57 8c bb c4 0a 4b 34  -4.d W Kd
82 a6 le bo 2e 83 67 la be al 3d 79 ef 33 00 22 .g- --=y-3
3a 3a 13 01 13 02 13 03 @ 2b c@ 2f c@ 2c c@ 30  :: +7,0
cc a9 cc aB c0 13 c0 14 00 9c @0 9d 00 2f 00 35 /
00 0a 01 00 01 91 ba ba ©0 00 @0 @0 00 16 00 14
00co 00 00 11 77 77 77 2e 77 69 6b 69 [0 65 64 69 61 wwwi.w ikipedia
00d0 2e 6f 72 67 00 17 00 00 ff 01 00 01 00 00 0a 00  .org
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ntop  TLS Server Handshake: Example

Chrome File Edit View History Bookmarks People Window Hel Q % sf_tls1.2.wikipedia.pcap
D) ” ~ L ~ ~ -~ 2 ", e C
© 5[c|m/8/5/3812/ 2 1%(2[cIC/S|T | o[Rc|A Tlc |3 B« | <] - /| ® X G R &= t Yo 5 R Q QI
@wikipedia.org #* 0 R v
No. Time Source Destination Protocol Length Info
- . 6 0.106443 91.198.174.192 192.168.1.159 TLSv1.2 1506 Server Hello
GlobalSign ‘ 7 0.106447 91.198.174.192 192.168.1.159 TCP 1506 443 - 50241 [ACK] Seq=1441 Ack=518 Wi..
- GlobalSign Organization Validation CA - SHA256 - G2 . 8 0.106448 91,198.174.192 192.168.1.159 TLSv1.2 1282 Certificate [TCP segment of a reassem..
+ B *wikipedia.org 3 9 0.106552 91.198.174.192 192.168.1.159 TLSv1.2 1078 Certificate Status, Server Key Exchan..

( *wikipedia.org

Details

European Standard Time

v

Subject Name
Country or Region US
County California
Locality San Francisco
Organisation Wikimedia Foundation, Inc.
Common Name ‘*wikipedia.org
Issuer Name
BE

GlobalSign nv-sa

Country or Region
Organisation

Common Name
- G2

Issued by: GlobalSign Organization Validation CA - SHA256
Expires: Friday, 22 November 2019 at 08:59:59 Central

0120
0130

GlobalSign Organization Validation CA - SHA256

Informazioni in Chiaro su Traffico Criptato e Universita di Pisa

printableString: San Francisco
RDNSequence item: 1 item (id-at-organizationName=Wikimedia Foundation, Inc.)
RelativeDistinguishedName item (id-at-organizationName=Wikimedia Foundation, Inc.)
Id: 2.5.4.10 (id-at-organizationName)
DirectoryString: printableString (1)
printableString: Wikimedia Foundation, Inc.
RDNSequence item: 1 item (id-at-commonName=#.wikipedia.org)
RelativeDistinguishedName item (id-at-commonName=#.wikipedia.org)
Id: 2.5.4.3 (id-at-commonName)

subjectPublicKeyInto

30 16 06 03 55 04 03 Oc Of 2a 2e 77 «c.10 ] *oW
65 64 69 61 2e 6f 72 67 30 59 30 13 ikipedia .orgoYe
48 ce 3d 02 01 06 08 2a 86 48 ce 3d * H = * H =
42 00 04 67 75 ad 2e c6 6a e3 31 27 B-gu.j1'
92 86 35 4c 8f 04 @9 36 38 f@ f8 e5 "A X ‘5L 68

13 94 05 fe ae 9c fc b2 2f 56 1le od ! /v

b2 79 d8 97 1f 9a 57 c2 ad 7b c3 b6 ky v {

44 9d e2 a3 82 05 95 30 82 05 91 30 iD [} 0
1d of 01 @1 ff 04 04 03 02 03 88 30 u ]
2b 06 01 05 05 07 01 01 04 81 93 30 + 0
06 08 2b 96 01 O5 05 07 30 02 86 41 oM -+ 0 A
3a 2f 2f 73 65 63 75 72 65 2e 67 6¢ http://s ecure.gl
73 69 67 6e 2e 63 6f 6d 2f 63 61 63 obalsign .com/cac
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TLS Handshake: Plaintext Information

ntop

——y e —

» Server Name Indication (SNI) " ™Gerane tiat tengen 20
* From the browser Server ane Lengin: 17
® Slmllar tO the H'|—|'P Server Name: www.wikipedia.org

virtual hosts

* Cipher Suites

Cipher Suite: Reserved (GREASE) (@0x3a3a)

° Sets Of (more Or IeSS Cipher Suite: TLS_AES_128_GCM_SHA256 (@x1301)

Cipher Suite: TLS_AES_256_GCM_SHA384 (0x1302)
: TLS_CHACHA20_POLY1305_SHA256 (@x1303)

Secu re) algorlth ms tO Eig:z; 231:: TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (!

Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 (0x

Secu re the C%pher Su;te: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (I
communication
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ntop TLS Handshake: Plaintext Information

[2/2]

v RDNSequence item: 1 item (id-at-commonName=+#.wikipedia.org)

L] -
Y Server ‘ ertlflcate v RelativeDistinguishedName item (id-at-commonName=#.wikipedia.org)
Id: 2.5.4.3 (id-at-commonName)

v DirectoryString: uTF8String (4)

e« Common Name

- v Extension (id-ce-subjectAltName)
ternatlve al I les Extension Id: 2.5.29.17 (id-ce-subjectAltName)

v GeneralNames: 39 items

- - v GeneralName: dNSName (2)
Va I Ity dNSName: *.wikipedia.org

v GeneralName: dNSName (2)

- = dNSName: wikimedia.org
» Plaintext in TLS 1.2 - —
. Encrypted in TLS 1.3 e avnane: wikibooks.orp

v notBefore: utcTime (0)

utcTime: 18-11-08 21:21:04 (UTC)
v notAfter: utcTime (@)

utcTime: 19-11-22 ©87:59:59 (UTC)

g [ .~
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How to Use TLS Handshake Data: SNI

ntop

[1/2]

&« > C @ sitereview.bluecoat.com

« SNI to profile users
« * facebook.com -> social media
« * bloomberg.com -> news o e
* Services i [ YY—
« SimilarWeb, Webshrinker, e
Symantec, Cyren
« Censorship iN KOr€a « ¢« vmmmemmion i o i s i

South Korea is Censoring the Internet by Snooping on SNI Traffic

https://www.wikipedia.com:443/

Current categorization:

aaaaaaaaaaaaaaaa

By Sergiu Gatlan February 13,2019
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How to Use TLS Handshake Data:

ntop

[2/2]

« SNI for HTTPS blocking / throttling
 ntop's ntopng Edge
 Trustwave's Web Filter
* Sophos UTM
« SNI for Alerting
* Suspicious or malicious host nhames

Flow Alerts
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ntop

How to Use TLS Handshake Data:

Certificate and Cipher Suites

 Sever Certificate validity
» Cipher Suites to check if hosts in your network are
using algorithms which are (deemed to be) secure
« Entities maintain guidelines for TLS with regard to

network security -

C @ csrc.nist.gov/publications/detail/sp/800-52/re
SP 800-52 Rev. 2

Guidelines for the Selection, Configuration, and Use of
Transport Layer Security (TLS) Implementations

DOCUMENTATION

Publication:

SP 800-52 Rev. 2 (DOI)
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How to Use TLS Handshake Data:

ntop

Fingerprinting

TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)

PY Fi ngerp ri nti ng to profi Ie Version: TLS 1.0 (0x0301) JA3 fingerprint for the standard Tor client:

Length: 224

- Handshake Protocol: Client Hello
SSL/TLS Cllents Handshake Type: Client Hello (1) €7d705a3286e19ea42587b344ee6865

Length: 220

° GOOd’ bad, expected’ ;:;Zi;n: TLS 1.2 (6x0303) JA3 fingerprint for the Trickbot malware:

Session ID Length: @

u nexpected, unsecure E%p:er zu%zes '(-'i;gth{t”) 673437431670b3ab4292b860129984
ilpher sultes sulites) €——

- - Compression Methods Length: 1
g A f t II | I t Compression Methods (1 method) JA3 fingerprint for the Emotet malware:
Ingerprln a OS Extensions Length: 141 «—

Extension: server_name

SureIY) identify a Client Extension: elliptic_curves =—— 4d7a28d6f2263ed61de88cab6eb@1le3
Extension: ec_point_formats e«——
- Ext ion: si t _al ith
 JA3 (https://github.com/ Cxersion, st povaco epetition

Fyxtencinn: Annlicatinn | aver Pratncnl Nenntiatinn

SaIeSforce/Ja3) & C @ raw.githubusercontent.com

° Uses ﬁelds II"I the 83e04bc58d402£9633983cbf22724b02, "Charles,Google Play Music Desktop Player,Pos
424008725394c634a4616b8b1f2828a5, "Charles, java,eclipse”
be9£f1360cf52dclf6lae025252£192a3, "Chromium"

C||ent he”O def8761ledbcaaf91d99801a22ac6£6d4, "Chromium"
fc5cb0985a5£5e295163cc8ffff8abel, "Chromium"
e7d46c98b078477¢c4324031e0d3b22£f5, "Cisco AnyConnect Secure Mobility Client"
ed36017db541879619c399¢c95e22067d, "Cisco AnyConnect Secure Mobility Client"
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Protection Against TLS Handshake

ntop

Eavesdroppers

« Encrypted SNI as an extension of TLS v 1.3
« The server publishes a public key on a well-known
DNS record
 The client then replaces the plaintext SNI with an
encrypted SNI, encrypted using a symmetric
encryption key derived using the server’s public
key
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ntop The Domain Name System (DNS)

@ tools.ietf.org

[Docs] [txt|pdf] [Tracker]

* System to map symbolic names P

Updated by: 973
Network Working Group P. Mockapetris
IsI

to IP addresses i B

DOMAIN NAMES - IMPLEMENTATION and SPECIFICATION

* e.g., wikipedia.com -> S —— .

| This memo discusses the implementation of domain
| name servers and resolvers, specifies the format of |

1 2 ; 4 | transactions, and discusses the use of domain names |
L L u in the context of existing mail systems and other

|

1

\
| network software.
|

° HierarChical and distributed ® © ® R RrC 882 - Domain names: Cor X +

C & tools.ietf.org

architecture E—

Obsoleted by: 1034, 1035

* Defines the DNS protocol e —

Request for Comments:
November 1983

* Ultra-long history s s - e o

- e e . . . . -
\ |

L I el IS Of RI < S | This RFC introduces domain style names, their use |
| for ARPA Internet mail and host address support, |
|

| and the protocols and servers used to implement
| domain name facilities.
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The DNS Protocol

* The DNS protocol (almost surely) kicks in every time a
name is used to identify Internet resource
* ping google.it
* curl www.wikipedia.org
* To resolve a to an IP address, the DNS client queries a
DNS server
* The DNS client issues a DNS query
* The DNS server responds with a DNS query response
* DNS server IP address is known to the DNS client
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£ . . . .
@ Chrome File Edit View History Bookmarks
[ ] [ ] % sf_dns.wikipedia.pcap
O o ~ PEI| 7y | o~ | x| 7| T ~ ~ v, C s =H= F = D TE
® Q328583832 R2%aCICEI=cAG /| ® RN Qe=EFT IEHEH QaaE
Expression... o
- 0 : No. Time Source Protocol Length Info
é c I' Wlklpedla'org I 1 0.000000 192.168.1.159 DNS 77 Standard query @x3adc A www.wikipedia.org
2 0.042680 8.8.4.4 .159 DNS 122 Standard query response @x3adc A www.wikipedia.org CNAME dyna.wikimedia.org A 91.198.174.192
Frame 1: 77 bytes on wire (616 bits), 77 bytes captured (616 bits)
Ethernet II, Src: Apple_eb:bb:4@ (50:32:37:eb:bb:40), Dst: bc:cf:4f:0f:6e:49 (bc:cf:4f:0f:6e:49)
Internet Protocol Version 4, Src: 192.168.1.159, Dst: 8.8.4.4
IKIP User Datagram Protocol, Src Port: 51847, Dst Port: 53
Domain Name System (query)
v Transaction ID: @x3adc
The Free Encyclopedia Flags: 0x0100 Standard query

Questions: 1

Answer RRs: 0
Authority RRs: @

* Open page
https://www.wikipedia.org

* DNS query and query o
response before initiating waao 53

the TLS connection

[Name Length: 17]
[Label Count: 3]
Type: A (Host Address) (1)

Class:

Response In: 2

cf
3f
04
00
64

4f
o7
ca
00
69

IN (0x0001)

of
25
87
00
61

6e
00
00
00
o3

49
00
35
00
6f

50
40
00
03
72

37
a5
8¢

00

eb
36
cd
77
00

bb
c@
3a
09
o1

40
a8
dc
77
00

08
01
01
69
01

00 45 00 0-nIP2 7 '@ ‘E

9f 08 08 7% @ 6

00 00 01 5+ :

6b 69 70 w ww wikip
edia org
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https://www.wikipedia.org

DNS Query Response: Example

4 sf_dns.wikipedia.pcap

4 ® RNE QesEF ISIIE QaarE
v | Expression... +
No. Time Source Destination Protocol Length Info
1 0.000000 192.168.1.159 8.8.4.4 DNS 77 Standard query @x3adc A www.wikipedia.org
2 0.042680 8.8.4.4 192.168.1.159 DNS 122 Standard query response @x3adc A www.wikipedia.org CNAME dyna.wikimedia.org A 91.198.174.192
Type: A (Host Address) (1)
Class: IN (0x0001) 4 sf_tls1.2.wikipedia.pcap
Answers - ) o -
wwi.wikipedia.org: type CNAME, class IN, cname dyna.wikimedia.org ‘ @ X C q - = = 4 b | H= Q Q Q TR
Name: www.wikipedia.org - —= — '__
Type: CNAME (Canonical NAME for an alias) (5) ~ | Expression... =+
Class: IN (0x0001) - -
Time to live: 13507 No. Time Source Destination Protocol Length Info
Data lenath: '17 1 0.000000 192.168. 91.198.174.192 TCP 78 50241 - 443 [SYN] Seq=0 Win=65535 Len..
CNAME: dg : ikimedi 954 ~198.174.192 192.168.1.159 TCP 74 443 - 50241 [SYN, ACK] Seq=0 Ack=1 Wi..
E = ”a"“ '“e la'rg ——— 0.053037  192.168.1.159 91.198.174.192  TCP 66 50241 - 443 [ACK] Seq=1 Ack=1 Win=132..
N/ CEAERALSIIS oI WS Gy Bk i Chllrifeto s oree 4 0.053469  192.168.1.159 91.198.174.192  TLSv1.2 583 Client Hello
Name: dyna.wikimedia.org i s e e cmmmmma e ——— P ————— ——— P ————r—
Type: A (Host Address) (1) Cipher Suites (17 suites)
Class: IN (0x0001) Compression Methods Length: 1
Time to live: 118 Co’npre;sion Methods (1 method)
Data length: 4 Exten5}0n5 Lengt.h: 401
Address: 91.198.174.192 Extens;on. Reserved (GREASE) (len=0)
[ ] Extension: server_name (len=22)
T Type: server_name (@)
[Time: 0.042680000 seconds] Length: 22 -
50 32 37 eb bb 40 bc cf 4f of be 49 08 00 45 80 P27 @ 0-nI - E Server Name Indication extension
00 6¢c f1l bb 00 00 78 11 81 f2 08 08 04 04 c0@ a8 L X Server Name list length: 20
01 9f 00 35 ca 87 00 58 1b ba 3a dc 81 80 00 01 5:-:X +-2 Server Name Type: host_name (@)
00 02 00 00 00 00 @3 77 77 77 09 77 69 6b 69 70 w ww wikip . . -
65 64 69 61 83 6f 72 67 00 80 01 00 01 cd 8c 00 edia org e”E' amELe"gth7 -
05 00 01 00 00 34 c3 00 11 04 64 79 Ge 61 09 77 A G
0060 69 6b 69 6d 65 64 69 61 c@ la c@ 2f @0 01 00 01 ikimedia / b8 27 eb 2b 90 f1 50 32 37 eb bb 40 08 00 45 00 T+ P2 7@ E
0070 00 00 00 76 00 @4 Sb c6 ae cO v [ A2 30 AN AR 4R AR 4 AR Kh f1 c@ aR A1 Of Sh ch Q. .@A @ k [
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ntop DNS Protocol: Plaintext Information

« All the resolved names are plaintext
 Even if all the subsequent communications are
encrypted
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How to use DNS Data

« Names to passively profile users similar to what has
been seen with the TLS SNI

« The ISP or even a Free-Wifi bar can easily get their
hands into the DNS traffic
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ntop - DNS Queries Interception [1/2]

* As there is no encryption / authentication, queries can be intercepted
* Transparently redirect the DNS queries to a DNS server chosen by
the ISP (or an attacker)
* The DNS server can respond with arbitrary IP addresses
* Interceptions can be made for various purposes
* Censorship
* Displaying ads
* Collecting statistics
* Blocking malware
* The point is that they are not authorized by users and are difficult to
spot
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ntop . DNS Queries Interception [2/2]

« DNS-based content filtering
* OpenDNS, CleanBrowsing
DNS and other services

@~ @* - A~ Views ~ n O Q

Wil ATRT Wi-Fi & 7:37 PM % 99%
System Setup badexample.com ¢
Operating Mode Global DNS
Network Interfaces Enforce Global DNS m off
Enable DNS forging to force the devices to use the specified global DNS.

Interfaces Configuration

DNS Configuration You can select a featured DNS servers from the list or specify your custom DNS

y & CleanBrowsing

=]
4
@
3
3
]
2
Q
@
a
»
Z

eeeeee

Captive Portal

orimary DS Website Blocked
Bandwidth Control rimary
andwi ontrol o Primary DN 185.228.168.9

Date and Time

Security
185.228.169.9

Mise  TheSecondary DNS server ‘ - |
n: badexample.com
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Protection Against DNS

Eavesdroppers: DoH

* DNS over

H PS (DOH) [Docs] [txt|pdf] [draft-ietf-doh-...] [Tracker] [Diffl] [Diff2] [Errata]
¢ TCP port 443 LT I
rrata Exis
* Third-party Request for Commente: 8asd ) T e
1 Category: Standards Track P. McManus
ISSN: 2070-1721 Mozill
observers can't look

at DNS requests
* Supported by recent strac

his d defi t 1 f di S i d tti

browsers (FF, DNS responses over HTTPS. Each DNS query-response pair is mepped

Ch rom e) into an HTTP exchange.

C' & tools.ietf.org/html/rfc8484

DNS Queries over HTTPS (DoH)
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Protection Against DNS

Eavesdroppers: Firefox DoH

Firefox File Edit View History Bookmarks Tools Window

“ W ittt x

a -~ @*R -~ A - m Hosts ~ Interfaces ~ System ~ ﬁ v Q

&« C ® ® O & https://1.1.1.1/help 9w » =
Active DNSoverHTTPS Flows
. . . 10+ Hosts+ Status~ Direction~ Applications Y~ Categories ~ Protocol+~ IP Version~
Application Protocol Client Server Duration Breakdown Actual Thpt Total Bytes Info
. . TLS.DNSoverHTTPS © TCP 172.20.10.4 ™:49289  mozilla.cloudflare-dns.c... B :https 01:59 0 bit/s ¥ 21.77 KB mozilla.cloudflare-dns.c...
Connection Information = e
DNS.DNSoverHTTPS © UDP 172.20.10.4 ™:34208  1.1.1.1 BH :domain <1sec 0 bit/s = 204 Bytes mozilla.cloudflare-dns.c...

Please include this URL when you create a post in the community forum.

https://1.1.1.1
/helpiteyIpcONmI joiWWVZTiwiaXNEb3Qi0iJ0byIsImlzRGI0Ijoi MNVZTiwicmVzb2x2ZX
13cCOXLIEUMSAXT Joi NWVZTiwi cmVzb2x2ZX]cCOXLFAUMCAXT joi WNVZT iwi cmVzb2x2ZX X% [7 Q c = | |= ) 7
13cCOYNjA203Q3MDAGNDCWMDOBMTEXMST6 TSV I iwi cmVzb2x2ZXJJcCOyN3A203Q3MDAGND “ ® % & & = % v | Q Q E!
CWMDOBMTAWMS T6 TkSvI1wiZGFOYWNLbnR1 ckxvY2FOQWIUT joi QORHI wi aXNWTmFZSI6Ik

% sf_dns_doh.pcap

Nsb3VkzZmxhcmUiLCIpc3BBc2410iIxMzMzNSI9 ~ | Expression. +
No Time Source Destination Protocol Length Info
1 172.20.10.4 104.16.248.249 49877 - 443 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=64 TSval=496349709 TSecr=0 SACK
2 0.087116 104.16.248.249 172.20.10.4 TCP 66 443 - 49877 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MSS=1300 SACK_PERM=1 WS=1024
Debug Information 3 0.087208 172.20.10.4 104.16.248.249  TCP 54 49877 - 443 [ACK] Seg=1 Ack=1 Win=262144 Len=0
4 0.089016 172.20.10.4 104.16.248.249  TLSv1.3 571 Client Hello
5 0.179334 104.16.248.249 172.20.10.4 TCP 54 443 - 49877 [ACK] Seq=1 Ack=518 Win=30720 Len=0
Connected to 1.1.1.1 Yes 6 0.179339 104.16.248.249 172.20.10.4 TLSv1.3 1354 Server Hello, Change Cipher Spec
7 0.179341 104.16.248.249 172.20.10.4 TCP 1354 443 - 49877 [ACK] Seq=1301 Ack=518 Win=30720 Len=1300 [TCP segment of a reassembled P..
I Using DNS over HTTPS (DoH) Yes I 8 0.179442 172.20.10.4 104.16.248.249  TCP 54 49877 - 443 [ACK] Seq=518 Ack=2601 Win=259520 Len=0
9 0.179953 172.20.10.4 104.16.248.249  TCP 54 [TCP Window Update] 49877 - 443 [ACK] Seq=518 Ack=2601 Win=262144 Len=0
10 0.180826 104.16.248.249 172.20.10.4 TLSv1.3 503 Application Data
/| Enable DNS over HTTPS 11 0.180883 172.20.10.4 104.16.248.249  TCP 54 49877 - 443 [ACK] Seq=518 Ack=3050 Win=261632 Len=0
12 0.206957 172.20.10.4 104.16.248.249 TLSv1.3 118 Change Cipher Spec, Application Data
Use Provider | v 13 0.207815 172.20.10.4 104.16.248.249  TLSv1.3 224 Application Data
14 0.207925 172.20.10.4 104.16.248.249  TLSv1.3 297 Application Data
RGP ] o 15 0.208016 172.20.10.4 104.16.248.249  TLSv1.3 133 Application Data
16 0.283559 104.16.248.249  172.20.10.4 TCp 54 443 - 49877 [ACK] Seq=3050 Ack=1074 Win=32768 Len=0
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Protection Against DNS

Eavesdroppers: DoT

- C & tools.ietf.org/!

* DNS over TLS (DoT)
V r [Docs]) [txt|pdf] [draft-ietf-dpri...] [Tracker] [Diffl] [Diff2) [Errata]
® I ‘ P Ort 853 Updated by: 8310 PROPOSED STANDARD
A4 Errata Exist
. Internet Engineering Task Force (IETF) Z. Hu
° S t - d Request for Comments: 7858 L. Zhu
yS el I l WI e Category: Standards Track J. Heidemann
ISSN: 2070-1721 USC/ISsI
° . - A. Mankin
INUX: systemd- Independent
D. Wessels
Verisign Labs
resolved s
ICANN
May 2016
( Y ) Specification for DNS over Transport Layer Security (TLS)
[ J

Linux/Win/OS X: DNS

- This document describes the use of Transport Layer Security (TLS) to
Prlvac Daemon - provide privacy for DNS. Encryption provided by TLS eliminates
y opportunities for eavesdropping and on-path tampering with DNS

queries in the network, such as discussed in RFC 7626. In addition,
this document specifies two usage profiles for DNS over TLS and

Stubb y provides advice on performance considerations to minimize overhead

from using TCP and TLS with DNS.
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Protection Against DNS Eavesdroppers:

systemd-resolved DoT

% sf_dns_dot.pcap

‘ @ X Q o~ = L = H = Q Q Q _’_‘
v | Expression... +
No. Time Source Destination Protocol Length Info
1 0.000000 192.168.1.185 8.8.8.8 TCP 74 58290 - 853 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=707761427 TSecr=0 ..
2 0.034926 8.8.8.8 192.168.1.185 TCP 74 853 - 58290 [SYN, ACK] Seq=0 Ack=1 Win=60192 Len=0 MSS=1380 SACK_PERM=1 TSval=2386231..
3 0.034971 192.168.1.185 8.8.8.8 TCP 66 58290 - 853 [ACK] Seg=1 Ack=1 Win=64256 Len=0 TSval=707761462 TSecr=2386231312
I 4 0.035180 192.168.1.185 8.8.8.8 TLSv1.2 264 Client Hello
5 0.067922 8.8.8.8 192.168.1.185 TCP 66 853 - 58290 [ACK] Seg=1 Ack=199 Win=61440 Len=0 TSval=2386231346 TSecr=707761462
6 0.085177 8.8.8.8 192.168.1.185 TLSv1.2 3135 Server Hello, Certificate, Server Key Exchange, Server Hello Done
7 0.085210 192.168.1.185 8.8.8.8 TCP 66 58290 - 853 [ACK] Seg=199 Ack=3070 Win=62592 Len=0 TSval=707761512 TSecr=2386231362
8 0.086210 192.168.1.185 8.8.8.8 TLSv1.2 151 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
9 0.086307 192.168.1.185 8.8.8.8 TLSv1.2 89 Application Data
10 0.086419 192.168.1.185 8.8.8.8 TLSv1.2 128 Application Data
11 0.117127 8.8.8.8 192.168.1.185 TLSv1.2 342 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
12 0.117158 8.8.8.8 192.168.1.185 TCP 66 853 - 58290 [ACK] Seq=3346 Ack=369 Win=61440 Len=0 TSval=2386231395 TSecr=707761513
13 0.128189 8.8.8.8 192.168.1.185 TLSv1.2 178 Application Data
14 0.128316 192.168.1.185 8.8.8.8 TCP 66 5 o
15 1.288536 192.168.1.185  8.8.8.8 TLSvi.2 89 A :~$ systemd --version
16 1.288620 192.168.1.185  8.8.8.8 UG RREEEWYs ystemd 240
g ;;ﬁii :g'§: 3;12'?1: I$v12 ;gi PAM +AUDIT +SELINUX +IMA +APPARMOR +SMACK +SYSVINIT +UTMP +LIBCRYPTSETUP +GCRY
0 e RS AGLas —— PPMPT +GNUTLS +ACL +XZ +LZ4 +SECCOMP +BLKID +ELFUTILS +KMOD -IDN2 +IDN -PCRE2 defa
20 2.970121 192.168.1.185  8.8.8.8 TLSV1.2 Y1t-hierarchy=hybrid
21 2.970205 192.168.1.185 8.8.8.8 TLSv1.2 133 A : S cat /etC/SyStemd/resolved.Conf ] grep -v \#
22 3.001785 8.8.8.8 192.168.1.185 TCP 66 8
23 3.011624 8.8.8.8 192.168.1.185 TLSv1.2 167 A

DNS=8.8.8.8
Domains=~.
oNsoverTLS=opportunistic
:~S systemctl restart systemd-resolved
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ntop  The multicast DNS (mDNS)

Resolve host hames to
IP addresses in (small)
networks

No need for a DNS
server

IP UDP multicast packets
Only resolves host
names ending

with .local

C' & tools.ietf.org/html/rfc6762
ISSN: 2070-1721 February 2013

Multicast DNS
Abstract

As networked devices become smaller, more portable, and more
ubiquitous, the ability to operate with less configured
infrastructure is increasingly important. In particular, the ability
to look up DNS resource record data types (including, but not limited
to, host names) in the absence of a conventional managed DNS server
is useful.

simone®@devel: "} av

Simones-MacBook-Pro

simone®devel: "} ping

PING Simones-MacE oc Z 0.2. ‘G4) bytes of data.
64 bytes from 192 26: icmp_seq=1 ttl=64 time=1.88 ms

--- Simones-MacBook-Pro. local ping s

1 pac 1 ed, g % pc 35, time Bms
rtt min/avg

simone@devel:
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ntop MDNS Implementations

* Apple
* Bonjour (mDNSResponder)
* Linux & BSDs
* Avahi (avahi-daemon)
* systemd-resolved
* Windows
* Bonjour for Windows (mDNSResponder . exe)
* Link-local Multicast Name Resolution (LLMNR) - not
actually mDNS but similar
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avahi-re

.~Pro. local

O o % sf_mdns_avahi_name_lookup.pcap
* Query sent 4 ® NP Qe EF IS E aaqarfF
to v | Expression... o

[l

No. Time Source Destination Protocol Length Info
224.0 . 0. 251 1 0.000000 192.168.2.222 224.0.0.251 MDNS 85 Standard query @0x0000 A Simones-MacBook-Pro.local, "QM" guestion
2 0.000198 192.168.2.126 224.0.0.251 MDNS 143 Standard query response @x@000 A, cache flush 192.168.2.126 AAAA, cache flush fe80::bb:af48:f82e:a77a NSEC,..
° UDP With 3 0.000275 feB0@::bb:af48:f82e:a77a ff02::fb MDNS 163 Standard query response @x@000 A, cache flush 192.168.2.126 AAAA, cache flush fe80::bb:af48:f82e:a77a NSEC,..

Ethernet II, Src: SuperMic_d4:cc:f9 (00:25:90:d4:cc:f9), Dst: IPv4mcast_fb (01:00:5e:00:00:fb)

srC/dst ports Internet Protocol Version 4, Src: 192.168.2.222, Dst: 224.0.0.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
Multicast Domain Name System (query)
5353 Transaction ID: ©x0000
. Flags: 0x0000 Standard query

[ ) N Questions: 1

ame IS Answer RRs: @

Authority RRs: 0

Carried in Additional RRs: @

Queries

H H S -MacBook-Pro. local: t A, cl IN, "QM" t
plaintext in a

[Name Length: 25]

Standard 01 00 5e 00 00 fb 00 25 00 d4 cc f0 08 00 45 00 T E
00 47 67 d3 40 00 ff 11 6f 50 cO a8 02 de e@ 00 Gg @ - oP
00 fb 14 e9 14 e9 00 33 27 0a 00 00 00 00 00 01 3
DNS packet 0030 00 00 00 00 00 00 13 53 69 6d 6f 6e 65 73 2d 4d S imones-M
0040 61 63 42 6f 6f 6b 2d 50 72 6f 05 6c 6f 63 61 6c  acBook-P ro local

0050 00 00 01 00 01
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ntop. MDNS Query Response: Example

simone®@devel:”

imones-MacBoc

* Response sent « ® X Q&= ORNCRNCNE
v | Expression.. +
to 2 24 0 O 251 No. Time Source Destination Protocol Length Info
u u u 1 0.000000 192.168.2.222 224.0.0.251 MDNS 85 Standard query 0x0000 A

Simones-MacBook-Pro. local, "QM" question
2 0.000198 192.168.2.126 224.0.0.251 MDNS 143 Standard query response @x@000 A, cache flush 192.168.2.126 AAAA, cache flush feB80::bb:af48:f82e:a77a NSEC,..

° l | DP With SrC/ 3 0.000275 feB@::bb:af48:f82e:a77a ff02::fb MDNS 163 Standard query response 0x0000 A, cache flush 192.168.2.126 AAAA, cache flush fe80::bb:af48:f82e:a77a NSEC,..

Ethernet II, Src: Apple_bd:5e:24 (78:31:cl:bd:5e:24), Dst: IPv4mcast_fb (01:00:5e:00:00:fb)

Internet Protocol Version 4, Src: 192.168.2.126, Dst: 224.0.0.251
dst Orts 53 53 User Datagram Protocol, Src Port: 5353, Dst Port: 5353
p Multicast Domain Name System (response)
Transaction ID: @x0000
Flags: 0x8400 Standard query response, No error

* Name and IP
Answer RRs: 1
Authority RRs: @

address carried =

Simones-MacBook-Pro.local: type A, class IN, cache flush, addr 192.168.2.126
Name: Simones-MacBook-Pro.local

1 1 1 Type: A (Host Address) (1)
In p a I n eX In .000 0000 000 0@A1 = Class: IN (0x0801)

2

. = Cache flush: True
120

Time to liw
Data length: 4
01 00 5e 00 00 fb 78 31 cl bd 5e 24 08 00 45 00 ~ x1 *$ - E

00 81 13 bl 00 00 ff 11 ©3 99 c@ a8 02 7e e 00 ~
00 fb 14 e9 14 e9 00 6d 48 0 00 00 84 00 00 00 m H
0030 00 01 00 00 00 02 13 53 69 6d 6f 6e 65 [73| 2d 4d S imonesHM

0040 61 63 42 6f 6f 6b 2d 50 72 6f 05 6c 6f 63 61 6¢ acBook-P ro local

0050 00 00 01 80 01 00 00 00 78 00 04 cO a8 02 Te cO X ~
Oc 00 1c 80 01 00 00 00 78 00 10 fe 80 00 00 00 X
00 00 00 00 bb af 48 f8 2e a7 7a c@ Oc 00 2f 80 H z /
01 00 00 00 78 00 08 cO Oc 00 04 40 00 00 0B X @
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ntop MDNS: Tips & Tricks to Play with It

simone®devel: "} avahi-resolve-host-name -4 Simones-MacBook-Pro. local P < = o— Q
Simones-NacBook-Pro. loca 192.165.2.126
Compute e: Simone's MacBook Pro

o Setting the name on OS X Edi..
 System Prefs->Sharing f
* Can use dig ...

u 1
$ dig @224.0.0.251 -p5353 +short \ Seneral
"Simones-MacBook-Pro.local"
192.168.2.126 _
lm v = -
 Can reverse lookup

S avahi-resolve-address 192.168.2.126
192.168.2.126 Simones-MacBook-Pro.local \ @y Qﬁ

[

N & 6 2 ©® @
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ntop - Advertising Services with mDNS

« MDNS per-se does not provide information on device
types and services
« Advertise information about network services
that a device offers
* DNS Service-Discovery (DNS-SD) - RFC 6763
 Allows clients to discover services, and to resolve
those services to host names using standard DNS
gueries
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ntop  Discovering Services With DNS-SD

Simones-Mac-mini:" simone$ dns-sd -B _services._dns-sd._udp System Preferences

Browsing for _services._dns-sd._udp )
DATE: ---Sun 15 Sep 2819--- « @ M B g
i4:38.426 . ..STARTING... .
A/R Flags if Domain Service Type Instance Name
Add 3 6 . —tcp. local. —nfuw
.426  Add 3 6 . _tecp. local. —airplay
17 .426  Add 3 6 . _tecp. local. —_raop
17 .426  Add 3 6 . _tecp. local. _touch-able
17 .426  Add 3 6 . —tcp. local. —appletv-v2
17 .426  Add 3 6 . —udp. local. —sleep-proxy
17:3 id. 426 Add 3 6 . —tcp. local. —ssh - X it Shatiog
17 .426  Add 3 6 . —tcp. local. —sftp-ssh
.426  Add 2 6 . —tcp. local. —companion-Link
C
Simones-Mac-mini:" simone$ dns ssh. on Internet Sharing: Off
Browsing for _ssh._tcp Sharing ternet Sharin
15 Sep 2819--- i sharina s tamed en
...STARTING. ..
A/R Flags if Domain Servy Type Instance Name

Share your connection from: = Wi-Fi

To computers using: | on  ports
Thunderbolt Bridge
Add 3 6 local. ssh._tcp. Simone’s Mac mini . ©@ iPhone USB
iPad USB
Add 2 6 local. ssh._tcp. Simone's MacBook Pro enne Bluetooth PAN
@ Ethernet

Simones-Mac-mini:"~ simone$ dns-sd -L "Simone's MacBook Pro" _ssh.

Lookup Simone's MacBook Pro._ssh._tcp. local

DATE: ---Sun 15 Sep 2819---

17:34:49.436 ...STARTING...

17:34:49.437 Simone's\B32MacBook%832Pro._ssh._tcp. local. can be reached at Simones-MacBook-Pro.local.:22 (interface 6
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DNS-SD Service Discovery: Example

[1/3]

simoned dns-sd

ntop

. "0 ng for _servi ] —udp
® Quel‘leS ATE: ---Sun 15 Sep 28169
. Responses 34:38.426  ...STARTING...
Flags if Domain vice Type Instance Name

« Known-Answer e :

3 A 3 5 . _tcp. local. _nfuw
SuppI‘ESSIOI‘l tO aV0|d f:34: 26 A ] 6 . _tcp. local. —airplay
wasting network P i 3 6. tep. local. —raop

. . i 6 . local. —touch-able
Ca paCIty Wlth r:34: A i 6. —tcp. local. —appletv-
repeated transmission : : 3 ¢ _udp. local. Y p——
of those answers o o o ~tep.rosals —oen

_tcp. local. _sftp-ssh
_tcp. local. —companion-link

A ®

mdns

No. e Source c gth  Info
4.835305 192.168.1.159 88 Standard query 0x0000 PTR _services._dns-sd._udp.local, "QU" question
.836013 fe80::1432:96d0:d46¢ 108 Standard query 0x@000 PTR _services._dns-sd._udp.local, "QU" question
.895118 192.168.1.122 192.168.1.159 160 Standard query response ©0x0000 PTR _ssh._tcp.local PTR _sftp-ssh._tcp.local PTR _companion-link._tcp. local
.896890 192.168.1.160 192.168.1.159 209 Standard query response ©0x0000 PTR _airplay._tcp.local PTR _raop._tcp.local PTR _touch-able._tcp.local PTR _appletv-v2._tcp.local PTR _sleep-proxy._udp.local
.901520 192.168.1.100 224.0.0.251 106 Standard query response 0x0000 PTR _nfw._tcp.local
.903034 fe8 ba27:ebff:fe2b ffo2::fb 126 Standard query response 0x0000 PTR _| . local
.840141 192.168.1.159 224.0.0. 307 Standard query @x0000 PTR _services. ._udp.local, question PTR _ssh._tcp.local PTR _sftp-ssh._tcp.local PTR _companion-link PTR _airplay._tcp..
5.840778 fe8 1432:96d0:d46¢c ffo2::fb 327 Standard query 0x0000 PTR _services. udp.local, question PTR _ssh._tcp.local PTR _sftp-ssh._tcp.local PTR _companion-link PTR _airplay._tcp..
8.849890 192.168.1.159 224.0.0. 307 Standard query 0x0000 PTR _services. udp. local, question PTR _ssh._tcp.local PTR _sftp-ssh._tcp.local PTR _companion-link. PTR _airplay._tcp..
8.850581 fe8 1432:96d0:d46¢: ffo2::fb 327 Standard query 0x0000 PTR _services. udp. local, * question PTR _ssh._tcp.local PTR _sftp-ssh._tcp.local PTR _companion-link PTR _airplay._tcp..
17.8694.. 192.168.1.159 224.0.0.251 307 Standard query 0x0000 PTR _services._dns-sd._udp.local, question PTR _ssh._tcp.local PTR _sftp-ssh._tcp.local PTR _companion-link._tcp.local PTR _airplay._tcp..
17.8701.. fe80::1432:96d0:d46¢ ffo2::fb 327 Standard query 0x0000 PTR services. dns-sd. udp.local, question PTR ssh. tcp.local PTR sftp-ssh. tcp.local PTR companion-link. tcp.local PTR airplay. tcp..
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ntop

sharkfest_mdns_dns-sd_ssh._tcp.pcap

DNS-SD Service Discovery: Example

A ® X B R & = « = Q] Q It
mdns ~| Expression +
No.  Time Source Destination Protocol Length Info
2 0.217678 192.168.1.159 224.0.0.251 MDNS 75 Standard query @x@000 PTR _ssh._tcp.local, "QU" question
3 0.218347 fe80::1432:96d0:d46c:82e3 ffO2::fb MDNS 95 Standard query ©0x@000 PTR _ssh._tcp.local, "QU" question
4 0.373955 192.168.1.122 192.168.1.159 MDNS 279 Standard query response 0x0000 PTR Simone's MacBook Pro._ssh._tcp.local SRV, cache flush @ @ 22 Simones-MacBook-Pro.local TXT, cache flush TXT AAAA, cache flush fe..
5 1.220678 192.168.1.159 224.0.0.251 MDNS 144 Standard query 0x0000 PTR _ssh._tcp.local, "QM" question PTR Simone\342\200\231s Mac mini._ssh._tcp.local PTR Simone's MacBook Pro._ssh._tcp.local
6 1.221325 fe8 1432:96d0:d46c:82e3 ffo2 b MDNS 164 Standard query 0x0000 PTR _ssh._tcp.local, "QM" question PTR Simone\342\200\231s Mac mini._ssh._tcp.local PTR Simone's MacBook Pro._ssh._tcp.local
4.232298 192.168.1.159 224.0.0.251 MDNS 144 Standard query 0x0000 PTR _ssh._tcp.local, "QM" question PTR Simone\342\200\231s Mac mini._ssh._tcp.local PTR Simone's MacBook Pro._ssh._tcp.local
4.232957 fe80::1432:96d0:d46c:82e3 ffo2::fb MDNS 164 Standard query 0x0000 PTR _ssh._tcp.local, "QM" gquestion PTR Simone\342\200\231s Mac mini._ssh._tcp.local PTR Simone's MacBook Pro._ssh._tcp.local

Simone's MacBook Pro._ssh._tcp.local: type SRV, class IN, cache flush,

Service: Simone's MacBook Pro

Protocol: _ssh

Name: _tcp

Type: SRV (Server Selection) (33)

.000 0000 0000 0001 = Class: IN (0x0001)
1... «... = Cache flush: True

Time to live: 120
Data length: 28
Priority: @

priority @, weight @, port 22, target Simones-MacBook-Pro.local

argel. ilmones—MacBook—Pr .local

Simone's MacBook Pro._ssh._tcp.local: type TXT, class IN, cache flush
Simone's MacBook Pro._device-info._tcp.local: type TXT, class IN
Name: Simone's MacBook Pro._device-info._tcp.local
Type: TXT (Text strings) (16)
.000 0000 0000 0001 = Class: IN (0x0001)
False

[ . = Cache flush:
Time

to live: 4500

: osxvers=18
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7| ® X 6 R & =

ntop

[3/3]

rinter.pcap

Qa Q

No.

Time Source Destination Protocol Length Info
1 0.000000 192.168.2.126 224.0.0.251 MDNS 194 Standard query 0x0000 PTR _universal._sub._ipp._tcp.local, "QU" question PTR _unive
2 0.000694 feB8@::bb:af48:fB2e:a77a ff02::fb MDNS 214 Standard query 0x0000 PTR _universal._sub._ipp._tcp.local, "QU" question PTR _unive
3 0.101480 192.168.2.125 224.0.0.251 MDNS 707 Standard query response 8x@000 PTR OKI-MC342-361BF5._ipp._tcp.local PTR OKI-MC342-3(

User Datagram Protocol, Src Port: 5353, Dst Port: 5353
Multicast Domain Name System (response)

Transaction ID: @x0000@

Flags: 0x84@0 Standard query response, No error

Questions: @

Answer RRs: 2

Authority RRs: @

Additional RRs: 3

Answers

Additional records

OKI-MC342-361BF5._ipp._tcp. local: type SRV, class IN, cache flush, priority 60, weight 0, port 631, target oki-mc342-361bfS.local

361BF5

Type: SRV (Server Selection) (33)
.000 0000 0000 0001 = Class: IN (0x0001)
loee teee cees Cache flush: True

Time to live: 7200
Data length: 25
Priority: 60

61bf5. Local
OKI-MC342-361BF5._ipp._tcp.local: type TXT, class IN, cache flush
Name: OKI-MC342-361BF5._ipp._tcp. local
Type: TXT (Text strings) (16)
.000 000@ 0000 0001 = Class: IN (0x0001)
. = Cache flush: True

Data length: 512
TXT Length: 9
TXT: txtvers=1

TXT Length: 8
TXT: qtotal=1
TXT Length: 111

TXT: pdl=application/octet-stream,application/vnd.hp-PCL,application/postscript,application/pdf, image/jpeg, image/urf

TXT Length: 12
TXT: rp=ipp/print
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DNS-SD Service Discovery: Example

Printers & Scanners I

EPSON WF-2630 Series
® Offline

Samsung CLP-310 Se...
® Offline, Last Used

Gl Scan
EPSON WF-2630 Series

Open Print Queue...
Options & Supplies...

Add

Default 1P Windows

Name: OKI-MC342-361BF5 2
Location:

Use: = AirPrint

Search

A Kind
Bonjot

Add
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ntop DNS-SD: Tips & Tricks to Play with It

* Can use avahi-browse

$ avahi-browse --all

+ docker0 IPv4 apt-cacher-ng proxy on devel _apt_proxy._ tcp local
+ enol IPv4 apt-cacher-ng proxy on devel _apt proxy. tcp local
+ enol IPv4 Simone's MacBook Pro _companion-link. tcp local
+ enol IPv4 Simone's MacBook Pro SFTP File Transfer local
+ enol IPv4 Simone's MacBook Pro SSH Remote Terminal local

« Can use dig

$ dig @224.0.0.251 -p 5353 -t ptr ssh. tcp.local

[.]

;7 ANSWER SECTION:

_ssh. tcp.local. 10 IN PTR Simone's\032MacBook\032Pro._ssh. tcp.local.

;+ ADDITIONAL SECTION:

Simone's\032MacBook\032Pro. ssh. tcp.local. 10 IN SRV 0 0 22 Simones-MacBook-Pro.local.
Simone's\032MacBook\032Pro. ssh. tcp.local. 10 IN TXT ""
Simone's\032MacBook\032Pro._device-info._tcp.local. 10 IN TXT "model=MacBookProll,l" "osxvers=18"
Simones-MacBook-Pro.local. 10 IN AAAA fe80::bb:af48:f82e:a77a
Simones-MacBook-Pro.local. 10 IN A 192.168.2.126
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ntop How to Use mDNS Data

 Names to passively profile users
« Apple devices are particularly open in their default
hostname choice of the users' first and last names
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ntop How to Use DNS-SD Data

 Port scanning
e ssh._tcp
» Service type enumeration
« Meta-query: "_services._dns-sd._udp.<domain>"
S dns-sd -B services. dns-sd. udp
- OS versions, details, information
« Sent in TXT and SRV records
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ntoo . MDNS and DNS-SD: Secure? [1/2]

« MDNS and DNS-SD are just specifications for how to
name and use records in the existing DNS system, it
has no specific additional security requirements over
and above those that already apply to DNS queries
and DNS updates
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ntoo . MDNS and DNS-SD: Secure? [2/2]

« An attacker can respond to typo-ed domains, race against valid domains, and

advertise services that don't really exist
« If not properly configured, mDNS may reply to queries from outside the link local

network!
« Publicly (Internet!) disclose software and services, as well as other potentially

sensitive information, suchlike hostname, internal network configuration

settings, model number, etc
« Amplification attacks: requests for all services with a spoofed source IP address

c & kb.cert.org/vuls/id/550620/

Overview

Multicast DNS implementations may respond to unicast queries that originate from sources outside of the
local link network. Such responses may disclose information about network devices or be used in denial-

of-service (DoS) amplification attacks.
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The Simple Service Discovery Protocol

ntop

(SSDP) [1/2]

* Similar in spirit to mDNS-SD, SSDP is used for the advertisement/
discovery of network devices and services
 Step 1 (Discovery) in the Universal Plug and Play (UPnP)
technology which enables "seamless proximity networking in
addition to control and data transfer among networked devices"
* Likely that home devices support UPnP and hence SSDP
* They can be easily discovered by your computer or phone
* Devices, for example when they join the network, can query for
specific devices and their services
* Internet gateways, audio systems, TVs, or printers
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The Simple Service Discovery Protocol

ntop

(SSDP) [2/2]

« IP UDP (port 1900) multicast packets carrying HTTP
* Discovery
« Advertisement
« For example when a device is newly connected
to the network
« Search
 Look for available devices and offered services
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ntop SSDP Advertisement: Example

A sf_ssdp_samsung_remote_control.pcap

\

o d e * Multicast/Unicast NOTIFY message
No 2[Tme Jsowes | Jowtmmon  [orewealtengh [oie * Notification type and subtype (NT and NTS),

46 52.005088 192.168. 239.255.255.250 SSDP 406 NOTIFY * HTTP/1.1 http://192.168.2 5-52235/dmr/$amsun§MRDesc.xml

239.255.255.250 NOTIFY x HTTP/1.1 52235/dmr/SamsungMRDesc. xml U 1 S H N U S N S
48 52.052971 192.168.2. 239.255.255.250 SSDP 396 NOTIFY x HTTP/1.1 http://192.168.2.6:52235/dmr/SamsungMRDesc. xmL n Iq ue ervlce a I I le 4 erver, [N ]
49 52.076770 192.168.2. 239.255.255.250 SSDP 350 NOTIFY % HTTP/1.1 http://192.168.2.6:52235/rcr/RemoteControlReceiver.xml
50 52.101178 192.168.2. 239.255.255.250 SSDP 359 NOTIFY % HTTP/1.1 http://192.168.2.6:52235/rcr/RemoteControlReceiver.xml

Frame 47: 408 bytes on wire (3264 bits), 408 bytes captured (3264 bits)
Ethernet II, Src: SamsungE_@e:dd:be (d0:66:7b:@e:dd:be), Dst: IPvamcast_7f:ff:fa (01:00:5e:7f:ff:fa) . -
Internet Protocol Version 4, Src: 192.168.2.6, Dst: 239.255.255.250 @) [ e 192.168.2.6:52235/dmr/Sams. X +
User Datagram Protocol, Src Port: 1028, Dst Port: 1900
Simple Service Discovery Protocol
NOTIFY * HTTP/1.1\r\n
[Expert Info (Chat/Sequence): NOTIFY % HTTP/1.1\r\n] &
Request Method: NOTIFY
Request URI: *
Request Version: HTTP/1.1
HOST: 239.255.255.250:1900\r\n
ildiaage= avn

¢ (® Not secye [192.168.2.6:522:

root xmlns="urn:schemas-upnp-org:device-1-0" xmlns:df="http://schemas.microsoft.com/window

m— <script/>
LOCATION: http://192.168.2.6:52235/dmr/SamsungMRDesc. xml\r\n .
T UTNTSCNEMas-UpNp-OTg:service: CONNECt 1oNTanager: Turan <specVersion>
NTS: ssdp:alive\r\n <major>1</major>
FTmLn : 2urn:schemas-upnp-org: service: ConnectionManager: 1\r\n

<minor>0</minor>
o </specVersion>
r\n :
Full request URI: http://239.255.255.250:1900% <device>
<deviceType>urn:schemas-upnp-org:device:MediaRenderer:1</deviceType>
ff fa 04 04 07 6c 01 76 7e 36 4e 4f 54 49 46 59 Ty ~BNOTIFY - . . . ;
20 23 20 48 54 54 50 2f 31 2e 31 0d 0a 48 4f 53 % HTTP/ 1.1:-HOS <df:X deviceCategory>Display.TV.LCD Multimedia.DMR</df:X deviceCategory>
54 3a 20 32 33 39 2e 32 35 35 2e 32 35 35 2e 32 T: 239.2 55.255.2 . . - .
3530 3a 31 39 30 30 0d 0a 43 41 43 48 45 2d 43  50:1900- -CACHE-C <dlna:X_DLNADOC xmlns:dlna="urn:schemas-dlna-org:device-1-0">DMR-1.50</dlna:X DLNADOC>
4f 4e 54 52 4f 4c 3a 20 6d 61 78 2d 61 67 65 3d  ONTROL: max-age= . — . - X —
31 38 30 30 0d 0a 4c 4f 43 41 54 49 4f de 3a 20  1800--L0 CATION: <friendlyName>Mainardi's LED TV</friendlyName>
68 74 74 70 3a 2f 2f 31 39 32 2e 31 36 38 2e 32  http://1 92.168.2 .
2e 36 3a 35 32 32 33 35 2f 64 6d 72 2f 53 61 6d  .6:52235 /dmr/Sam <manufacturer>Samsung Electronics</manufacturer>
73 75 6e 67 4d 52 44 65 73 63 2e 78 6d bc 0d @a  sungMRDe Sc.xml--
4e 54 3a 20 75 72 6e 3a 73 63 68 65 6d 61 73 2d  NT: urn: schemas-— <manufacturerURL>http://www.samsung.com/sec</manufacturerURL>
75 70 6e 70 2d 6f 72 67 3a 73 65 72 76 69 63 65 upnp-org :service C L
3a 43 6f Ge 6e 65 63 74 69 67 6e 4d 61 6e 61 67 :Connect ionManag <modelDescription>Samsung TV DMR</modelDescription>
65 72 3a 31 0d @a de 54 53 3a 20 73 73 64 70 3a  er:1--NT S: ssdp:
61 6 69 76 65 0d 0a 55 53 4 3a 20 75 75 69 64  alive--U SN: uuid <modelName>UE40D6500</modelName> U Pn P Step 2 .
32393337 37 34 36 62 30 2d 36 37 37 37 2d 63  :937746b 0-6777c u
39 30 61 2d 38 33 32 38 2d 65 37 38 31 37 64 63 90a-8328 -e7817dc <modelNumber>AllSharel.0</modelNumber>
32 39 32 36 65 3a 3a 75 72 6e 3a 73 63 68 65 6d  2926e::u rn:schem
61 73 2d 75 70 6e 70 2d 6f 72 67 3a 73 65 72 76  as-upnp- org:serv <modelURL>http://www.samsung.com/sec</modelURL> Descri ption
69 63 65 3a 43 6f 6e 6e 65 63 74 69 6f 6e 4d 61 ice:Conn ectionMa . .
@150 Ge 61 67 65 72 3a 31 0d 0a 53 45 52 56 45 52 3a  nager:1- -SERVER: <serialNumber>20081224DMR</serialNumber>
0160 20 4c 69 6e 75 78 2f 39 2e 30 20 55 50 6e 50 2f  Linux/9 .0 UPnP/ .
0170 31 2e 30 20 50 52 4f 54 4f 54 59 50 45 2f 31 2e 1.0 PROT OTYPE/1. <UDN>uuid:937746b0-6777-c90a-8328-e7817dc2926e</UDN>
0180 30 @d @a 43 4f 4de 54 45 4e 54 2d 4c 45 4de 47 54 @ -CONTE NT-LENGT . .
28 30 20 30 04 0s 0d 02 ¢4 ae Hi oeee: <sec:deviceID>KLCFP7UYYVAGO</sec:deviceID>
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SSDP Search: Example

AR Qe =

* M-SEARCH HTTP |4 © -
multicast request Mo Tme _Souce owsimaion Proocollengin W Ueréen

175 117.052496 192.168.2.7 239.255.255.250 SSDP 217 M-SEARCH x HTTP/1.1 i10S/13.1.3 UPnP/1.1 ConnectSDK/1.6.0
176 117.058389 192.168.2.7 239.255.255.250 SSDP 221 M-SEARCH *x HTTP/1.1 i10S/13.1.3 UPnP/1.1 ConnectSDK/1.6.0

-
[ Names ace flxed 177 117.058396  192.168.2.7 239.255.255.250 SSDP 186 M-SEARCH % HTTP/1.1 i05/13.1.3 UPnP/1.1 ConnectSDK/1.6.0
J 178 117.058397  192.168.2.7 239.255.255.250 SSDP 219 M-SEARCH

* X X ¥

HTTP/1.1 i10S/13.1.3 UPnP/1.1 ConnectSDK/1.6.0

Frame 176: 221 bytes on wire (1768 bits), 221 bytes captured (1768 bits)
MAN Sea rC Iar et Ethernet II, Src: Apple_ce:28:53 (58:40:4e:ce:28:53), Dst: IPv4mcast_7f:ff:fa (01:00:5e:7f:ff:fa)
, Internet Protocol Version 4, Src: 192.168.2.7, Dst: 239.255.255.250

User Datagram Protocol, Src Port: 58825, Dst Port: 1900

Simple Service Discovery Protocol
ser ent M-SEARGH + HTTP/1.10rAn
, [Expert Info (Chat/Sequence): M-SEARCH * HTTP/1.1\r\n]

Request Method: M-SEARCH

Py - Request URI: x
Xal I Ip e IS an Request Version: HTTP/1.1
Host: 239.255.255.250:1900\r\n
ST: urn:schemas-upnp-org:device:MediaRenderer:1\r\n

M H User-Agent: i0S/13.1.3 UPnP/1.1 ConnectSDK/1.6.0\r\n
I One OO I ng Or MAN: "ssdp:discover"\r\n

01 00 5e 7f ff fa 58 40 4e ce 28 53 08 00 45 00 A XeN-(SE
00 cf fe 1c 00 00 @1 11 08 58 c@ a8 02 07 ef ff X
remotely_ ff fa e5 c9 @7 6c @0 bb 5f 55 4d 2d 53 45 41 52 1. _UM-SEAR
43 48 20 2a 20 48 54 54 50 2f 31 2e 31 @d @a 48 CH x HTT P/1.1 ‘H

6f 73 74 3a 20 32 33 39 2e 32 35 35 2e 32 35 35 ost: 239 .255.255

2e 32 35 30 3a 31 39 30 30 0d @a 53 54 3a 20 75 .250:190 0--ST: u

72 6e 3a 73 63 68 65 6d 61 73 2d 75 70 6e 70 2d rn:schem as-upnp-

6f 72 67 3a 64 65 76 69 63 65 3a 4d 65 64 69 61 org:devi ce:Media

0080 52 65 6e 64 65 72 65 72 3a 31 0d @a 55 73 65 72  Renderer :1--User

0090 2d 41 67 65 6e 74 3a 20 69 4f 53 2f 31 33 2e 31 -Agent: i0S/13.1

00a0 2e 33 20 55 50 6e 50 2f 31 2e 31 20 43 6f 6e 6e .3 UPnP/ 1.1 Conn

00b0 65 63 74 53 44 4b 2f 31 2e 36 2e 30 0d 0a 4d 41  ectSDK/1 .6.0--MA

4e 3a 20 22 73 73 64 70 3a 64 69 73 63 6f 76 65 N: "ssdp :discove
72 22 od 0a 4d 58 3a 20 35 @d Qa @0d @a r'--MX: 5
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iscover a Remotely-Controllable TV

with SSDP: Example

M sf_ssdp_samsung_remote_control.pcap

. © | . B . sameun I .
/| ® %@ Q % 3 —E qQqaQ? dvertisement

@ 100%( %)

No. Time Source Destination Protocol Length ' Info Location
164 105.936030  192.168.2.6 239.255.255.250 SSDP 342 NOTIFY x HTTP/1.1 http://192.168.2.6:52235/dmr/SamsungMRDesc. xml
165 105.963407  192.168.2.6 239.255.255.250 SSDP 351 NOTIFY % HTTP/1.1 http://192.168.2.6:52235/dmr/SamsungMRDesc. xml
166 105.984359  192.168.2.6 239.255.255.250 SSDP 398 NOTIFY % HTTP/1.1 http://192.168.2.6:52235/dmr/SamsungMRDesc. xml
167 106.008052  192.168.2.6 239.255.255.250 SSDP 406 NOTIFY % HTTP/1.1 http://192.168.2.6:52235/dmr/SamsungMRDesc. xml
168 106.031944  192.168.2.6 239.255.255.250 SSDP 408 NOTIFY * HTTP/1.1 http://192.168.2.6:52235/dmr/SamsungMRDesc. xml
169 106.056051  192.168.2.6 239.255.255.250 SSDP 396 NOTIFY x HTTP/1.1 http://192.168.2.6:52235/dmr/SamsungMRDesc. xml

M sf_ssdp_samsung_remote_control.pcap
4 ® R Q = 3 = - Q Q | EF

2: Description

No. Time Source Destination Protocol Length ' Info Location

188 118.718209  192.168.2.7 192.168.2.6 HTTP 272 GET /dmr/SamsungMRDesc.xml HTTP/1.1

189 118.723542 192.168.2.6 192.168.2.7 TCP 66 52235 - 62458 [ACK] Seq=1 Ack=207 Wi..

190 118.726718  192.168.2.6 192.168.2.7 TCp 204 52235 - 62458 [PSH, ACK] Seg=1 Ack=2..

191 118.727930  192.168.2.6 192.168.2.7 TCp 1514 52235 - 62458 [ACK] Seq=139 Ack=207 ..

192 118.727937  192.168.2.6 192.168.2.7 TCp 1514 52235 - 62458 [ACK] Seq=1587 Ack=207..

193 118.728038  192.168.2.7 192.168.2.6 TCP 66 62458 - 52235 [ACK] Seq=207 Ack=139 ..

194 118.729342 192.168.2.7 192.168.2.6 TCP 66 62458 - 52235 [ACK] Seq=207 Ack=3035..

195 118.730040  192.168.2.6 192.168.2.7 HTTP/X.. 138 HTTP/1.1 200 0K

M st ssdp_samsung_remote_control.p|

— : 3: Control
QK

/ ® X G ] < > 4

— - EEES
pply a display filter
No. Time Source Destination Protocol Length Info Location
| 309 155.827724  192.168.2.7 192.168.2.6 TCP 99 50260 - 55000 [PSH, ACK] Seq=108 Ack..
310 155.832219  192.168.2.6 192.168.2.7 TCP 66 55000 - 50260 [ACK] Seq=66 Ack=141 W..
311 155.863519  192.168.2.6 192.168.2.7 TCP 87 55000 - 50260 [PSH, ACK] Seq=66 Ack=.
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ntop  SSDP: Plaintext Information

* Plaintext information which can unveil devices types,
characteristics and software version
* User Agents
* j0S/13.1.3 UPnP/1.1 ConnectSDK/1.6.0
 Servers
* Linux/9.0 UPnP/1.0 PROTOTYPE/1.0
* USNs
« 937746b0-6777-c90a-8328-
e/817dc2926e::upnp:rootdevice
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How to Use SSDP Data

« Services Enumeration
« Advertised in NOTIFY messages
 Perform queries with M-SEARCH
« OS and other applications versions, details,
information
 Advertised both in M-SEARCH and NOTIFY
messages
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SSDP: Secure?

* “To be found by a network search, a device shall
send a unicast UDP response to the source IP
address and port that sent the request to the
multicast address.”

« Amplification attacks: requests for all services with a
spoofed source IP address

& C @ blog.cloudflare.com/ssdp-100gbps/

&

Stupidly Simple DDoS Protocol (SSDP)
generates 100 Gbps DDoS
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The Dynamic Host Configuration

ntop

Protocol (DHCP)

* What happens right after a host has connected to the network?
* After the ethernet cable has been plugged
* After the WiFi has been successfully joined
* To use the network an host typically needs at least to
* Have an IP address
* Know the IP address of someone who is in charge of carrying its
traffic to the internet (i.e., the gateway)
* Know the IP address of the DNS server
* The Dynamic Host Configuration Protocol (DHCP) is used to tell the
newly connected host all the necessary information to use the joined
network
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DHCP: Basics

- DHCP client on the host |
« DHCP server on the
network |
« UDP, 4 phases (DORA) R
» Discover cutenT
. Offer

* Request
« Acknowledgement e

Informazioni in Chiaro su Traffico Criptato e Universita di Pisa ¢ 10 Febbraio 2020  Materiale: https://bit.ly/388ah54



ntop DHCP Discover: Example

[ ] 4 sf_dhcp.pcap

QQ QT

udp.port==67 || udp.port == 68 X] ~ | Expression... +
No. Time Source Destination Source Dest Sour Protocol Length Host Name Vendor class identifier Info
35.930227 0.0.0.0 255.255.255.255 cc:21:19:aa:d3:9d 67 68 DHCP 344 Galaxy-A7-2018 android-dhcp-9 DHCP Discover - Transaction ID 0xf0357406
13 35.930970 192.168.1.100 192.168.1.121 b8:27:eb:2b:90: 1 CCTZTT BITOT68 67 DHCP 342 DHCP Offer - Transaction ID @xf035f406
14 35.966873 0.0.0.0 255.255.255.255 cc:21:19:aa:d3:9d ff:ff:ff:ff:ff:ff 67 68 DHCP 356 Galaxy-A7-2018 android-dhcp-9 DHCP Request - Transaction ID 0xf@35f406

15 35.975489 192.168.1.100 192.168.1.121 b8:27:eb:2b:90:f1 cc:21:19:aa:d3:9d 68 67 DHCP 342 DHCP ACK - Transaction ID @0xf@35f406

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)
Length: 1
DHCP: Discover (1)

Option: (61) Client identifier < About phone Q
Length: 7

2 1)
!Client MAC address: SamsungE_aa:d3:9d (cc:21:19:aa:d3:9d) l
0 S1Z¢

Length: 2
Maximum DHCP Message Size: 1500
Option: (6@) Vendor class identifier

Length: 14

Vendor class identifier:
Option: (12) Host Name
Length: 14
Host Name:

e number Unknown

Status
Length: 10
Parameter Request List Item: (1) Subnet Mask Legal information
Parameter Request List Item: (3) Router
Parameter Request List Item: (6) Domain Name Server Software information

Parameter Request List Item: (15) Domain Name

Parameter Request List Item: (26) Interface MTU

Parameter Request List Item: (28) Broadcast Address Battery information

Parameter Request List Item: (51) IP Address Lease Time

Parameter Request List Item: (58) Renewal Time Value

Parameter Request List Item: (59) Rebinding Time Value

Parameter Request List Item: (43) Vendor-Specific Information sttt Ty sl cltses?
Option: (255) End

Option End: 255
Padding: 00
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% sf_dhcp.pcap

(%k [EE

A ® X €6 Q @& =

udp.port==67 || udp.port == 68

v | Expression...

ah

No. Time Source Destination Source Dest Sour Protocol Length
12 35.930227 0.0.0.0 255.255.255.255 cc:21:19:aa:d3:9d 67 68 DHCP 344
.. 35.930970 192.168.1.100 192.168.1.121 b8:27:eb:2b:90:f1 3:9d §68 67 DHCP 342
14 35.966873 0.0.0.0 255.255.255.255 cc:21:19:aa:d3:9d BiBibibib 67 68 DHCP 356

15 35.975489 192.168.1.100 192.168.1.121 b8:27:eb:2b:90:f1 cc:21:19:aa:d3:9d 68 67 DHCP 342
Your (client) IP addressy 192.168.
Next server IP address: 0.0.

fkbaddress. 0.0.0.0
Client MAC address: SamsungE_aa:d3:9d (cc:21:19:aa:d3:9d) l

Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Offer)
Length: 1
DHCP: Offer (2)
Option: (54) DHCP Server Identifier
Length: 4
DHCP Server Identifier: 192.168.1.100
Option: (51) IP Address Lease Time
Length: 4
IP Address Lease Time: (600s) 10 minutes
Option: (1) Subnet Mask
Length: 4
Subnet Mask: 255.255.255.0
Option: (3) Router

Length:_4
Router:§ 192.168.1.100
Option: () Domain Name Server

Length: 4

Domain Name Server:
Option: (15) Domain Name

Length: 10

Domain Name: ntop.local
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Host Name
Galaxy-A7-2018

Galaxy-A7-2018

Vendor class identifier

android-dhcp-9

android-dhcp-9

Info

DHCP Discover
DHCP Offer
DHCP Request
DHCP ACK

Transaction
Transaction
Transaction
Transaction

ID @xfe35f4..
ID @xfe35f4..
ID oxfe35f4..
ID @xfe3574..



ntop DHCP Request: Example

[ ] % sf_dhcp.pcap
< - — = —
a ® R B Q&= A 5= = NCWNCHICE &
v | Expression... +
No. Time Source Destination Source Destination Dest Sour Protocol Length Host Name Vendor class identifier Info
‘ 12 35.930227 0.0.0.0 255.255.255.255 cc:21:19:aa:d3:9d ff:ff:ff:ff:ff:ff 67 68 DHCP 344 Galaxy-A7-2018 android-dhcp-9 DHCP Discover - Transaction ID @xf@35f4..
;13 35.930970 192.168.1.100 192.168.1.121 b8:27:eb:2b:90:f1 cc:21:19:aa:d3:9d 68 67 DHCP 342 DHCP Offer - Transaction ID 0xf@35f4..
‘ .. 35.966873 0.0.0.0 255.255.255.255 cc:21:19:aa:d3:9d jff: ff:ff:ff:ff 67 68 DHCP 356 Galaxy-A7-2018 android-dhcp-9 DHCP Request - Transaction ID @xf@35f4..
.15 35.975489 192.168.1.100 192.168.1.121 b8:27:eb:2b:90:f1 68 67 DHCP 342 DHCP ACK - Transaction ID @xf@35f4..

Option: (61) Client identifier
Length: 7
Hardware type: Fthernet (0x01)
Client MAC address: SamsungE_aa:d3:9d (cc:21:19:aa:d3:9dl

Option: (50) Requested IP Address
Length: 4
Requested IP Address: 192.168.1.121

Option: (54) DHCP Server Identifier
Length: 4
DHCP Server Identifier: 192.168.1.100
Option: (57) Maximum DHCP Message Size
Length: 2
Maximum DHCP Message Size: 1500
Option: (6@0) Vendor class identifier
Length: 14
Vendor class identifier: android-dhcp-9
Option: (12) Host Name
Length: 14
Host Name: Galaxy-A7-2018
Option: (55) Parameter Request List
Length: 10
Parameter Request List Item: (1) Subnet Mask
Parameter Request List Item: (3) Router
Parameter Request List Item: (6) Domain Name Server
Parameter Reauest List Item: (15) Domain Name
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DHCP in a Small Network

ntop  Broadcasted

sf_dhcp.pcap

(@) =, ( ) B
/| () X G - § = H=[CWS s
eth.dst == ff:ff:ff.ff:ff:ff ~| Expression.. +
No. e Source Destination Sour Destination Dest Sour Protocol Length JHost Name dor class i fo

1 fr:ff:ff:ffiffoff Discover - Transaction
3 1.053107 25525555025 88:bd:45:d9:6d:ab R A U R 67 68 DHCP 360 JGalaxy-A3-2017 android-dhcp-8.0.0 HCP Request - Transaction ID @x294@4clc
5 10.279607 255.255.255.255 58:40:4e:ce:28:53 fi:ff ittt f=ff 67 68 DHCP 342 | iPhone HCP Discover - Transaction ID @x1f4b7e8b
7 12.290459 25502552 2550955 58:40:4e:ce:28:53 BT A R T i 67 68 DHCP 342 JiPhone HCP Request - Transaction ID @x1f4b7e8b
9 34.880545 255.255.255.255 €c:21:19:3a:d3:9d iR A thet =il ht (A 67 68 DHCP 344 JGalaxy-A7-2018 android-dhcp-9 HCP Discover - Transaction ID @xf@35f406
10 35.380496 2EE S A 2 5SS c€c:21:19:aa:d3:9d TRttt s iy 67 68 DHCP 344 JGalaxy-A7-2018 android-dhcp-9 HCP Discover - Transaction ID @xf@35f406
12 35.930227 255.255.255.255 c€c:21:19:a3a:d3:9d PR AR S T ST i 67 68 DHCP 344 JGalaxy-A7-2018 android-dhcp-9 HCP Discover - Transaction ID @xf@35f406
14 35.966873 25502558 2550255 cc:21:19:aa:d3:9d LB e S S = 67 68 DHCP 356 JGalaxy-A7-2018 android-dhcp-9 HCP Request - Transaction ID @xf@35f406
16 48.912781 2EE S A 2 5SS 78:31:c1:bd:5e:24 il s ittt Rl i iy 67 68 DHCP 342 jSimones-MBP HCP Request - Transaction ID @xc2a7c233
18 60.037611 25502552 2550955 74:el1:b6:c6:da:a9 TR A R T 67 68 DHCP 342 JiPaddilabriella HCP Request - Transaction ID @x90396f27
20 117.781577 255.255.255.255 00:24:e4:74:f0:ee fr:ff:ff:ff:ff:ff 67 68 DHCP 342 HCP Discover - Transaction ID @x14b38c73
22 118.797668 255.255.255.255 00:24:e4:74:f0:ee BT AU U TEL 67 68 DHCP 342 HCP Request - Transaction ID ©x14b38c73
24 122.805210 0.0.0.0 00:24:e4:74:f0:ee BT U 67 68 DHCP 342 HCP Release - Transaction ID 8x34d8125e
25 140.051067 255.255.255.255 b@:ee:7b:fd: f5:fd Tt fftfanfe ittt 67 68 DHCP 590 §TV Box - 140 HCP Request - Transaction ID @x55c5946f
27 153.966058 A PSS PR 2SS 60:03:08:d5:56:38 TRt Rt iy 67 68 DHCP 342 Mainas-Apple-TV HCP Discover - Transaction ID ©x7822a88
28 153.966712 25502552 2550955 60:03:08:d5:56:38 BT AT e =T i 67 68 DHCP 342 |Mainas-Apple-TV HCP Discover — Transaction ID @x7822a89
30 155.362404 255025582 550955 60:03:08:d5:56:38 B B S = 67 68 DHCP 342 |Mainas-Apple-TV HCP Discover - Transaction ID @x7822a89
32 156.401173 255.255.255.255 60:03:08:d5:56:38 BT R U E T EL 67 68 DHCP 342 |Mainas-Apple-TV HCP Request - Transaction ID ©x7822a89
34 202.334896 25502552 2550955 d0:66:7b:0e:dd:be T BT R e i 67 68 DHCP 590 udhcp 1.14.3-VD Linu.. HCP Discover — Transaction ID @x19f46911
36 203.340650 255.255.255.255 d@:66:7b:0e:dd:be Tt fftfanfe ittt 67 68 DHCP 590 udhcp 1.14.3-VD Linu.. HCP Request - Transaction ID @x19f46911
40 252.553526 255.255.255.255 38:9d:92:17:5:39 BT R UTETTETEUL 67 68 DHCP 590 JEPSON17F539 udhcp HCP Discover — Transaction ID @x36bla56d
41 252.559651 25502552 2550955 38:9d:92:17:f5:39 TR AT R AT R T i 67 68 BOOTP 342 oot Request from 38:9d:92:17:f5:39 (SeikoEps_17:f5:39)
43 253.560168 255.255.255.255 38:9d:92:17:5:39 Tt fftfanfe ittt 67 68 DHCP 590 JEPSON17F539 udhcp HCP Request - Transaction ID @x36bla56d
47 323.181935 255.255.255.255 58:40:4e:ce:28:53 BT R UT T ETEL 67 68 DHCP 342 JiPhone HCP Request - Transaction ID @x1f4b7e8d
51 331.462211 255025522550955 50:32:37:eb:bb:40 BT R e i 67 68 DHCP 342 JSimones-Mini HCP Request - Transaction ID @x4a23af3d
53 377.282160 255.255.255.255 78:31:cl:bd:5e:24 Tt fftfanfe ittt 67 68 DHCP 343 | DESKTOP-E7D8H40 MSFT 5.0 HCP Discover - Transaction ID @x8b64e948
54 378.284014 255.255.255.255 b8:27:eb:2b:90:f1 BT AT RS 68 67 DHCP 342 HCP Offer — Transaction ID @x8b64e948
55 378.351718 255.255.255.255 78:31:cl:bd:5e:24 AT AU AT U 67 68 DHCP 369 |DESKTOP-E7D8H40 MSFT 5.0 HCP Request - Transaction ID @x8b64e948
56 378.374263 255.255.255.255 b8:27:eb:2b:90:f1 Tt i tfanfe ittt 68 67 DHCP 342 HCP ACK — Transaction ID @xB8b64e948
57 385.284609 255.255.255.255 78:31:c1:bd:5e:24 iR 67 68 DHCP 342 | DESKTOP-E7D8H40 MSFT 5.0 HCP Inform - Transaction ID @x63739331
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How to Use DHCP Data: Discovers

op and Request [1/2]

 DHCP Discovers and Requests are sent in broadcast
* Every host on the same subnet sees all the DHCP
discovers and requests

* Passively determine

 All the MAC addresses connected to the network

* All the host names of all the devices connected to the

network
 Associations between IP and MAC addresses
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How to Use DHCP Data: Discovers

b and Request [2/2]

% sf_dhcp.pcap

* Host Name / MAC address QQ Qi
* Associate devices to people T e T

67 68 DHCP 360 Galaxy-A3-2017 android-dhcp-8.0.0
- - - - - 67 68 DHCP 342 iPhone
Simones-Mini: the Mac Mini of 8% &
I O es I I n e aC I I O 67 68 DHCP 344 Galaxy-A7-2018 android-dhcp-9
67 68 DHCP 344 Galaxy-A7-2018 android-dhcp-9
» 67 68 DHCP 344 Galaxy-A7-2018 android-dhcp-9
SI m ne 67 68 DHCP 356 Galaxy-A7-2018 android-dhcp-9
O 67 68 DHCP 342 Simones-MBP
67 68 DHCP 342 iPaddilabriella
n [ 67 68 DHCP 342
* Determine device types (Galax Ga i
y 67 68 DHCP 342
67 68 DHCP 590 TV Box - 140
67 68 DHCP 342 Mainas-Apple-TV
A7 67 68 DHCP 342 Mainas-Apple-TV
67 68 DHCP 342 Mainas-Apple-TV
67 68 DHCP 342 Mainas-Apple-TV
» - . 67 68 DHCP 590 udhcp 1.14.3-VD Linu..
* Vendor class identifier i m
67 68 DHCP 590 EPSON17F539 udhcp
67 68 BOOTP 342
L] L] 67 68 DHCP 590 EPSON17F539 udhcp
* Determine the DHCP client and Zaw e
’ 67 68 DHCP 342 Simones-Mini
67 68 DHCP 343 DESKTOP-E7D8H40 MSFT 5.0
[] 68 67 DHCP 342
th uS the O eratl n S Stem 67 68 DHCP 369 DESKTOP-E7D8H40 MSFT 5.0
’ 68 67 DHCP 342
67 68 DHCP 342 DESKTOP-E7D8H4@ MSFT 5.0
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How to Use DHCP Data:

Fingerprinting

* Fingerprinting to guess the OS
* The order in which the DHCP client asks for certain options is relatively unique and identifies the
specific operating system version

Default (bash) 81
® Default (tcpdump) ® %2 Default (bash) %3 v, > c = = @A O e
| 4 ® X @ Q @& = ? = QK =
L bootp.hw.mac_addr == 08:00:27:f0:35:be ¥ | Expression.. +
Packet Go to packet Cancel
No. Time Source Destination Source Destination Dest Sour Protocol Length Host Name Vendor class identifier
[ 53 377.282160 0.0.0.0 255.255.255.255 Frffeffaffaffzff 67 68 DHCP 343 DESKTOP-E7D8H40 MSFT 5.0
i 54 378.284014 192.168.1.100 255.255.255.255 ffaffaffoffiff:ff 68 67 DHCP 342
L 55 378.351718 0.0.0.0 255.255.255.255 ffaff:ffiffoffoff 67 68 DHCP 369 DESKTOP-E7D8H40 MSFT 5.0
56 378.374263 192.168.1.100 255.255.255.255 ffaff:ff:ff:ff:ff 68 67 DHCP 342
57 385.284609 192.168.1.165 255.255.255.255 ff:ff:ff:ff:ff:ff 67 68 DHCP 342 DESKTOP-E7D8H40 MSFT 5.0
58 385.285249 192.168.1.100 192.168.1.165 78:31:cl:bd:5e:24 68 67 DHCP 342
Optiont arameter Request List
Length: 13
Parameter Request Li ek (1) Suinet Mask

Parameter Request List Itef (15) Djmain Name

Parameter Request List Itef (3) Roffter

Parameter Request List Iteff (6) Dofain Name Server

Parameter Request List Iteff (44) NRtBIOS over TCP/IP Name Server
Parameter Request List Iteff (46) NRtBIOS over TCP/IP Node Type
Parameter Request List Iteff (47) NRtBIOS over TCP/IP Scope
Parameter Request List Itef (31) PRrform Router Discover
Parameter Request List Itenk (33) Sgatic Route

Parameter Request List Itenk (121) flassless Static Route
Parameter Request List Itenk (249) Frivate/Classless Static Route (Microsoft)
| Parameter Request List Itenfk (252) grivate/Proxy autodiscovery
Parameter Request List Itefk (43) V@ndor-Specific Information

updated_at " ff ff ff ff ff ff 78 31 «c1 08 00 45 00 x1 ~§E
o 01 49 30 5c 00 00 80 11 ©9 49 00 00 00 00 ff ff I\ I
irtual_par - : ff ff 00 44 00 43 01 35 15 eb 01 01 06 00 8b 64 D-C5 d
e9 48 00 00 80 00 00 00 00 00 00 00 00 00 00 00 H
00 00 00 00 00 00 08 00 27 f@ 35 be 00 00 00 00 1.5

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
AN AN 0 AR AR AN AN AR AN AN AR AA AR AR AN AN
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DHCP: Secure?

* DHCP does not include any mechanism for
authentication
* Vulnerable to attacks
» Cannot really trust the response (a 'rouge' DHCP
server could respond and tell hosts malicious
information such as a DNS server or gateway)
* Malicious clients can easily exhaust DHCP server
resources such as the pool of available IP addresses
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Take-Home [1/2]

* Facts
 Cryptographic protocols or protocols that support
encryption may carry certain plaintext information
« Still a great deal of network protocols carry
plaintext information
« Plaintext information can expose information about
you, your habits, the devices you use, their features
and software
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Take-Home [2/2]

« TLS, DNS, mDNS, DNS-SD, SSDP, DHCP are just a
few examples

« Make sure you trust the networks you connect to,
and you trust those who connect to your networks

« Remove personal information from your devices (e.g.,
Simone’s MacBook Pro)

« Use of VPN and DoH/DoT at minimum
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